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TEOPETU4YHA PAMKA OOCJIAXXEHHA CYHYACHUX .
AE3IHOOPMALINMHUX OMEPALIN POCINCbKOI ®EAEPALLII
THEORETICAL FRAMEWORK FOR THE STUDY OF CONTEMPORARY
DISINFORMATION OPERATIONS OF THE RUSSIAN FEDERATION

AHoTauif. [HpopmauiiHe cepeaoBuLLe CTano KAKOYOBOK apeHOr reonoNiTMYHOro
3MaraHHa, Ae AepXaBHi akTopW Aefani akTVBHIWE BUKOPUCTOBYHOTL LIMdPOBI naathopmm
Ana GOpPMyBaHHA rPOMaACHKOl AyMKM Ta MIAPVBY AOBIPW A0 IHCTUTYLIM BCEPeAVHI Ta 3a
KOPAOHOM. PO MOCTIMHO BMKOPMCTOBYE Ae3iHPOPMaALItO Ta iHbopMaUiiHi onepauii ang
BM/IMBY Ha AEMOKPATUYHI KpaiHW Ta IHCTUTYLII, WO OCOBAMBO BMABNAETLCA Y TOPUAHIN
BiViHI NpoTH YkpaiHun 3 2014 poky Ta nicaa WwmpokoMacwTabHOro BToprHeHHa y 2022 poui.
He3Baxaroum Ha CTpiMke 3pOCTaHHA yBaru A0 Ae3iHGopMaLii Ak 06'ekTa AOCNIAXKEHHS,
BE/IMKa KiNbKICTb AOCAIAXEHb QOKYCYETCA Ha OKPEMMX acmekTax, pobnaum ix i30160Ba-
HUMK. LA cTatTa NponoHye NiAXi4 4O YCYHEHHA CTPYKTYPHOT MPOraivHu B AOCNIAXKEHHAX
Ae3siHdopMaLii, TO6TO cnocib NOA0AATM aHaNITUYHY GPAarMEHTAPHICTb MiX TaKCOHOMIYHM -
MW, eMIIPUYHMMM Ta KOTHITVBHUMMW BUMIPaMK. ABTOP NMPOMOHYE AOCTOCYBATH TPUPIBHEBY
aHaNITUYHY pamMKy ANA BMBUEHHSA POCIACHKMX iHGOPMaUiIHMX onepauii Npotn YkpaiHu.
ApanTtoBaHa 3 BiicbkoBux AokTpuH CLUA 1a HATO 3 iHbopmauiiHyx onepauii, ua pamka
PO3MEXOBYE TEXHIUHWIA, HAPaTUBHWIA Ta KOTHITUBHMWIA PIBHI, @ TakoX TEOPeTU3ye dyHK-
LiOHaNbHI 3B'A3KM MiXX HUMW. Takuii Niaxia Hajae MOXAMBICTb BCEBIYHOTO aHanisy iH-
dopmaLiiHMx onepauii aK LiniCHOrO NPOAYKTY, AKMI BUKOPUCTOBYE CneumdiyHi cnocobm
KOMYHiKaLji, reHepye edeKT1BHI NOBIAOMAEHHA 1 LiWTb Y TOYKOBI BPA3AMBOCTI LLiNbOBOI
AYAUTOPIT 33419 LOCATHEHHA BIMAMBY, KOPUIYIOYM Ta BUKOPUCTOBYHOUM BCI TPW PIBHI OA-
HouyacHO. Pamky anpob0oBaHO eMNIPUUYHO Ha NPMKNAAI aHani3y POCICHKOI ae3iHdopma-
LiMHOT kKaMnaHil npo «npogax 36poi». Lia kamnaHia byna 3anylueHa Npopocincbknmm Te-
nerpam-kaHanamu y kBitHi 2022 poky Ta € akTyalbHON AOHWHI. [TpuKnaz AEMOHCTPYE, AK
€BOJIIOLIA HAapaTMBY, ajanTaLia 4OCTaBKM Ta KOTHITUBHE TapreTyBaHHA AIKOTb CUMHXPOHI30-
BAaHO, B3aEMHO MPW TOMY MiACUNFOIOUNCE. Pe3ynsTaTt A0CNIKEHHA CIPUAIOTE GOPMYBAHHIO
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BinblLL IHTErPOBAHOTO NIAXOAY A0 BMBYEHHSA IHGOPMALiNHMX onepaLiii i NPOMOHYHTh MO-
Aenb AN aHanizy ManbyTHix Ae3iHdopMauiiHMX KamnaHili, CnpaMoBaHVX NpoTn YkpaiHu
Ta CONO3HWX KpaiH, O MOXe CnpuaTK Binbll ePeKTUBHIN NPOTUAIT TakuMm onepauiam y
MaibyTHbOMY.

Knrouosi cnoBa: aesiHdopmallis, MeToaM AOCNIAXEHHS, iHbOpMaLiriHi onepal,
couianbHi Meaia, XXypHanictika, nponaraHaa, Ykpaita, PO

Abstract. The information environment has become a key battleground in geopolit-
ical competition, with state actors increasingly using digital platforms to influence public
opinion and undermine institutional trust both within and beyond the country’s borders.
The Russian Federation has consistently used disinformation and information operations
to influence democratic countries and institutions, which is particularly evident in the
hybrid war against Ukraine since 2014 and after the full-scale invasion in 2022. Despite
the rapid growth of attention to disinformation as an object of study, a large number of
studies focus on individual aspects, making them isolated. This article proposes an ap-
proach to remove a persistent structural gap in disinformation research, namely, a way to
overcome fragmentation across taxonomic, empirical, and cognitive dimensions. The au-
thor proposes to use a three-level analytical framework for studying Russian information
operations against Ukraine, which is adapted from U.S. and NATO IO military doctrine.
The framework distinguishes between the technical, narrative, and cognitive levels. It also
theorizes the functional connections among these levels. Such an approach enables a
comprehensive analysis of information operations as a holistic product that uses specif-
ic communication methods, generates effective messages, and targets the target audi-
ence’s vulnerabilities to achieve impact by simultaneously adjusting and using all three
levels. The framework is empirically validated through an analysis of the Russian "weap-
ons sales" disinformation campaign, launched by pro-Russian Telegram channel, which
first surfaced in April 2022 and remains ongoing. The case demonstrates how narrative
evolution, delivery adaptation, and cognitive targeting operate in concert, amplifying
each other. The findings contribute to a more integrated approach to information opera-
tions research. They also provide a model for analyzing future disinformation campaigns
targeting Ukraine and allied countries, which could contribute to more effective ways of
countering such operations in the future.

Keywords: disinformation, research methods, information operations, social media,
journalism, propaganda, Ukraine, Russia

Beryn. Cyuacue imgopmartiifine cepemoBHUIle CTAJIO0 OSHUM 3 T'OJOBHUX
IIPOCTOPiB reomoJiTHUHOTO 3MaraHHA. [lep:KaBHI aKTOpU Jefajli akTUBHIIIIE
eKCILTyaTyIoTh ITU(MPOoBi miraTdopMu Ta Memia aasa (GopMyBaHHS IPOMAaAChKOL
IYMKU, IIiAPUBY OOBipM M0 iHCTUTYIIill Ta mMOCJaa0JeHHS CIPOMOYKHOCTI OIO-
HEHTA YXBAJIOBATHU CAMOCTiHHI pillleHHs, BAAIOUNChH A0 ri0puamnsaIii miagxony
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o KOMyHiKaIii Ta inopmarniiaux onepariii[11; 17]. Ykpaina Biguysa mei
BILIUB IouHaimeniie 3 2014 poky Bix pocificbkoi ribpuanoi okymarii Kpumy,
aJie moBHOMAacINTaOHe BTOpTHeHHA P® B YKpainy y aotomy 2022 poxy Ha-
Iajo pocificbKiit mesingopmMmarlrii momaTkoBy muHaMmiky. Pocificbki ri6pumgHi
indopmalliiiai omeparlii cTagu HeBiA €MHOIO YaCTHUHOIO KiHeTHMUYHOI BiliHm,
OCK1JIBKUY CHPSIMOBAHI OJHOYACHO Ha BHYTPINIHIO ayauTopiro P mia mig-
TPUMKHU BiliHU, a TAKOXK HaA 30BHIIIHI ayauTOpii, MaloUY1 MeTOI0 BUTPATU Ki-
HETUYHY BiliHy.

Konmenmii nmponaramau Ta ingopmariiianx omepaiiii y XXI cT. 3a3HaIn
icToTHUX TpaHCchopMAIliil ¥ 3B A3KY 3 PO3BUTKOM TEXHOJIOTiH. BuBueHHAM
nponaraHau ¥ imdopmamiiHmx omeparlliii 3aiimajncsa iHo3eMHiI Ta yKpaiH-
cbKi HaykoBIi, sokpema I'. Jlaceeus, K. Enmtons, I'. Yoserr, B. O’ lonHeu,
I. ITauena, . Crenui, K. M:xaitns, C. Byxi, T. Pix, . Kaneucbruii, I'. ITo-
yenos, €. Marga ta iH., mpoTe GiJIBIICTh JOCTIMHUKIB IpoIIarauy i aesiH-
¢dopmalrii cTUKAIOTHCS 31 CTIMKOIO CTPYKTYPHOIO IIPO0JIEMOIO: JOCTiMKeHH,
AK IPaBUJIO, KOHIIEHTPYIOThCA Ha OJHOMY a00 ABOX 3 KiJIbKOX BHUMIipiB, He
Oyay4uu iHTerpOBAHMMMU B €IMHY aHAJITUUHY cucTeMy. KoKeH 3 X MeTom0-
JOTiYHMX BUMIipiB (hiKcye peasibHUM acmeKT (hYyHKI[IOHYBaHHA IIpoHaraHau,
IpoTe IIi BUMipHM MaJjio KOJIX M KMM 3aCTOCOBYIOTHCSA B KOMILJIEKCI.

HarowmicTs migxim mo mizroToBKu iH(opMAIiMHMX oIlepalliii Ha TPhOX
piBHAX, 1110 BUKOPUCTOBYEThCA BificbkoBuMu CIITA [21], BumaeTbes 6iabIm
e(PeKTUBHUM [AJIA aKaJeMiuHOTO I MpaKTUYHOIO aHaJNi3y TaKUX Ollepalriii.
IIa crarTsa, BigmoBigHO, MOKJIMKaHA YCYHYTH Ha3dBaHy IPOTaJnNHYy i 00’ egHa-
T Pi3Hi aKaeMiuHi Ta BiiChbKOBi MOCIIiI:KeHHA 32114 KOMIIJIEKCHOTO aHaJIi-
3y POCificbKHMX iH(pOpMaIiiHMX oIlepalliii, CIMPAYNCh Ha OOCJiIKEeHHS
mpomaraHau 3 Pi3HUX acCIeKTiB, a TAKOK amrpoOyBaTH 3aIPOIOHOBAHUN TYT
MEeTOJi eMIIipUYHO Ha MPUKJIALi AesiHndopmaltiitHoi omeparrii.

Mera craTTi — KOHIEITYalidyBaTH TPUPIBHEBY AHAIITHUYHY pPaMKy
3 apceHAJly BOEHHHUX aHaNITHUKiB im@opmamiiinux omepaiiti CIITA gasa mo-
CHiIyKeHHsI pociiicbkoi aesimdopmarliii, momepeaHbo ampoOyBaBIIM Ii Ha
OpuKJIagi peaybHOl iHGopMalifinoi omepallii micjida IMTHPOKOMACIITAOHOTO
BTOprHeHHA 2022 p., 3 OTJIAAY Ha i1 eBOJIOMiNHNI PO3SBUTOK. 3aIPOIIOHOBAHA
paMKa po3Mes;KOBY€E TeXHIUHUY piBeHb (iHppacTpyKTypa, MexaHi3sMu 10CcTaB-
KU, eKcIuTyaTalid miaTdopm), HapaTUBHUMN piBeHb (CTpaTeriuHi HapaTUBH,
(dpeiiminr, eBostoria iHdopmallii) i KOrHiTMBHUI piBeHb (ICUXOJIOTiIUHI
BPas3JIMBOCTi, pedieKCUBHE YIIPaBJIiHHSA, TOBEIiHKOBI e()eKTH) Ta BU3HAYAE
dyHKIiOHATBHI 3B’ A3KN MiK HUMU, AKi TO03BOJAIOTH, KOMIIJIEKCHO aHAJIi3y-
BaTu iH(opMaIritini oneparii P®.
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Metoau. ¥ cTaTTi BUKOPUCTAHO METOAU KPUTUUYHOTO iHTEPIPETATHUBHO-
r0 CHUHTEe3y HaYKOBOI JiTepaTypu 3 TPHOX B3aEMOMOB’SI3aHUX ITPeIMETHUX
obisacrteii: Teopili mpomaraHgu i mesimdopmarrii, MeTomosorii BiICHKOBUX
iHopmMariiitHuX omepallii Ta iHCTUTYIIilTHOI icTOopiil pocifickKoro iHdopma-
mifiHoro BIauBy. OIS OXOIJII0E KOMOiHAIlil0 cCyuacHUX QOCTiAKeHb oounc-
JIOBAJIbHOI IIPOIIaraHAM, BiICBKOBUX MOKTPUH iH(MOpPMAaIiiHMX omeparii,
aKTyaJbHUX METO/iB BUSBJIEHHS cI0co0iB momupeHHs Ta e()eKTiB iH(popma-
MiAHUX ribpugHux omeparriii. Ha ocHoOBIi 1iei paMKu MeTOqOM aHAJIITUYHOL
iHAYKIIII BUBOAUTHCSA paMKa OJA JOCHiIKEeHHA, AKa IPOXOAUTh eMIIIPUYHY
ampobarriro nasa aHaisy iHgopMalliiHoi omepairii 3 «mpogaKky 30poi».

PesyasTaTu mocaimskenHa. 3rigHo 3 BusHauenHAM B. 'opbyaina ta im.
[1, 8], indpopmartiiiini oneparrii (I0) € koMIoOHEeHTOM iHMPOPMAIIHHUX ITPOTHU-
CTOSAHbDb, AKi CIIPAMOBAaHI Ha «peasIisalifo cijaHoBaHUX iH(pOpMAIiHO-TICH-
XOJIOTiUHUX BILJIMBiB HA ayAUTOPii0, BIIMBAIOUM Ha ii yCTAHOBKU Ta IIOBEiH-
Ky OJIsI JOCATHEHHSA 3a3[aJierigb BU3HAUEHUX IIijieii». B cyuacHOMYy cBiTi 11i
omeparlii mepenmniany 3ae0iIbIIIOr0 Y Ki0epIiIpocTip, Ae TOJIOBHUME iHCTPYMEH-
TaM#W JOCTAaBKHU IIOBiJJOMJIEHb CTAJIA COIiaJIbHiI Mepe:Ki, AKi BUKOPUCTOBY-
IOTBhCA JJIS BILIMBY HAa I[LJIBOBi ayguTopii.

Heski nocaiganku IO GporycyOThCS ITepeg0BCiM HA TOBIJOMJIEHHAX 1 KOH-
TEHTi IpomaraHayd Ta TaKWX OIlepalliii, a TAKOXK Ha CHCTEeMi IIUX HOBimoM-
JeHb, AK y poooTi K. IToma i M. MeTbio3a, SKi KOHIIENITyaJIi3yBaau MOIedb
«IIOTOKY OpexHi», IO cTajla OCHOBOMIOJIOMKHOIO JJIS PO3YMIHHSA POCIACBKUX
migxonmiB ga 3abpyaHenua indopmarniiitaoro npoctopy [15]. Iumri gocaiganku
IIBOTO PiBHOBUAY KOMYHIKAI[ill 30cepenuinucsa Ha HaPAaTUBHUX CTPATETidx:
e, HaIpPUKJIaLI, MeTol iHdopmalliinoro BigmMuBauuda [19], AKuil mo3Bojse
BUSBUTU CXeMI PO3MOBCIOMKEHHI KOHTEHTY Big mepudepii 7o MeliHCTPiMYy.
Ha maparuBaomy piBHi y 2017 pori chopmMyab0BaHO YHiBEpCATBHY TUIIOJIO-
rifo indopmariiinoro 6esnany, sanpomnonoBany K. Bopau ra X. Jlepakinanom
[23], sxa Bu3HaUYMJIa TPU KJIOUOBI TN HeIIpaBAUBOi iHm(opMmarrii: misirndop-
Mairiro, gesimdopmairiio Ta mariadopmailiio, ki craau 6a300 A1 6araTbox
CYyYacHUX JOCJIiIKeHb Aesindopmariiiaux omepariii [11]. Oguaxk, 11a Takco-
HOMidA He IMOACHIOE MeXaHi3MiB B3aeMO/ii Ha3BaHUX KaTeropiil y pealbHUX
iropmaniiHuX onmepariax.

B yxpaincekomy KoHTeKcTi 2023—-2024 pokiB cminbuuit 3BiT LleHTPY
cTpaTerivHMX KOMYHiKaIlii Ta ingopmariiinoi 6esnexu i IleHTpy nemMokpatii
Ta BEPXOBEHCTBA IIpaBa [4] 3af0KyMeHTYBaB OCHOBHI HapaTHUBU POCIMCHKOL
nesindopmariinoi pekaamu. Bonu Buasuau y @eiicoyky 12 6a30BUX TEM,
IO IIOCJIIJOBHO CIIPAMOBYBAJUCA Ha MiAPWUB 000POHO3TATHOCTI YKpaiHnu

ISSN: 2522-1078 (online)



24 OBPIi A PYKAPCTBA. N2 1(19) /2026

yepe3d peKJaMHi IIOBiZOMJIeHHS. ICTOPMUYHOIO €eBOJIOIi€I0 KpeMJIiBChKOI
mponaraHau Bil pagdHCHPKMX YaciB 40 MOYATKY IITUPOKOMACIITAOHOTO BTOP-
raenud 3aiimanuca P. 'opObuk Ta inmri [8], mopiBHIOIOUM pagaHCHEKY MOAEIb
npomaraHau 3 pociicbkoro. JI. Cmosa mociig:kyBanaa ¢geHOMEH YyTOK y II0-
MIMPeHHI HempaBAnBol iH(opMaIrii B emoxy IoCTIIpaBAu, M0 PYHHYE CYyCHiIb-
HUH TUCKYPC Ta IIiApuBae OCHOBU Aep:kaBu [3].

Y chepi KOTHITUBHUX JOCIiAKeHb BILJIMBY Ha I[IJILOBI ayauTopii ocTaHHL
poboTH (POKYCYIOTHCA Ha ICUXOJIOTIUHUX yMOBaX edeKTuBHOCTI iH(opma-
mitHMX omeparii. [[»k. 3imiHcki Ta iH. moKasaiu, 10 COPUAHATINBICTE CITO-
JKUBaUiB 10 Aes3iHopMaIiifHuX HapaTUBIiB IiJ (QaJbIIUBUM IIPAIIOPOM, SKi
nepenyBaiau BropraeHHio P® B Ykpainy 2022 poky, KopesioBaja 3 IXHBOIO
IOIEePeJHBOIO CXMJIbHICTIO 0 KOHCIIIPOJIOTIiYHOTO MUCJIEHHS i HeJOBipoOIo 40
incturyniii [24]. T'. Ilenikyk Ta [1. Pers BuBUam KOTHITUBHI Bpa3JnBOCTI Ta
MexaHi3MUu 3MiHU IepeKOHaHb y CIOKUBaUiB iH(popMmailrii, a came aki pax-
TOPHY BILJIMBAIOTH Ha AOBipy M0 iH(opmaIllil HesaaeXHO BijJ TOro, Y4 € BOHA
npaBauBoio [17].

Ha indpacrpyxkTypHoMy piBHI MacuB HOBUX IyOaiKalliii 3 mpobuaem IO
CTOCYETHCS TeXHIUHOTO BUMIipy ollepalliii, 30KpeMa — BUSABJIEHHS KOOPIU-
HOBaHOI HeaBTeHTUYHOI moBeAinKu (CIB) Ha comianmbumx miaTdopmax, sIK-
ot ®Deiicoyk um TriTTep/X. SaranbHi miaxoau no interTudikaIii mepe:xeBux
00TiB uepes Habip MOBEAIHKOBUX MaTepHiB Oyau omucani y pob6ori O. Bapo-
Ja ra im. [22], a 3apas3 po3MINPIOIOTHCA 10 METOAIB, IPUTAMAHHUX OKPEMUM
miaatdopmam. BogHouac, cama KOHIIEIITisg TaKol IMOBEeNiHKY 3MiHIOETHCS, 00
CIB B comianbHUX Mepeskax He 3aBXK/IU € 03HaKOI0 iH(opMaItiiiHoi oneparrii
[18], a Moske cBiguMTHU I TPO KOOPAMHAIIiII0 aKTUBICTCHKUX MepeK.

TaxuMm YMHOM, BCi TPU PiBHI HaCTO MPE3eHTYIOTHLCSI IK OKPEMi eleMeHTU
IOCJIiyKeHHs PiBHUX oIlepalliii, IpoTe He KOHUYE JeMOHCTPYIOTh KOMILJIEKC-
HOCTi migxony. IJid TaKOro OryaAay HUHI JOIiJIbHO BUKOPUCTATU BiICBKOBY
MoJesnb iH(opMaIifHUX omepariii, Aka 3akpimiena y goxktpuni CIIIA [21].
30KpeMa, BOHU BUALIAIOTE ¥ it mozaesi IO Tpu piBHi ingopmarifinoro cepe-
mosuia: pismuyHM, iHpopMaIiiHUYN Ta KOTHITUBHUNA. Y BiICBKOBUX JOKY-
MeHTax (pisMYHUMN piBeHDb BiIOBilae 3a MaTepiaJbHUM CBIT, AKUU BKJIIOYAE
IEeHTPU IPUNHATTS PillleHb, JIIOAell, a TaK0K YCTaTKYBaHHS IJIdA Iepegaui Ta
CIOXKMBAHHA iH(popMaIliii, AK-0T aHTeHU AJ Iepenaydi imgopmariii, KoM’ o-
Tepu Ta Qisuuni Menia. Indopmalifinuii mpocTip BKJIOUae 30ip, 0OPOOKY Ta
nomupeHHs iHdopmairii. KorHiTuBHUN piBeHb OXOIITIOE PO3YM THUX, XTO OT-
puMye Ta pearye Ha iHdopwmaiiiio, mpuiiMae pirreHHA ¥ gie Ha il ocHOBI [21,
12-13]. Bogaouac goxtpurna HATO [12, 1-4, 1-5] onucye, Ha 1110 KOHKPETHO
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HaMAaramTbhCA BILIMHYTU TakKi omepalrii, a came — Ha BOJIIO, PO3YMiHHA Ta
MOJKJIMBOCTi aKTOPiB, AKi MpUAMAaIOTh PillleHHA.

SIKIO IepeKJiacTU ITI0 aHAJIOTiI0O Ha aHAaJi3 BOPOKUX iH(OpMAIiHUX
omeparliii y HayKoOBi#l Ta IpaKTUUYHil cpepax, TO IEPINNil, TEXHIUYHUNA PiBeHb
BKJIIOUATHME cepBepu, 6oTodepMu Ta iHITY iHGPACTPYKTYpPY; iHdopMaririii-
HUU onucyBaTUMe KOHTEHT, ToOTO (hoTo, BiZleo, a TaKOK aHAaJIi3 HApaTUBiB Ta
ix Tpaucdopmarrii. BizmosigHo, ocTaHHIN, KOTHITUBHUY PiBeHDb BKJIIOUATUME
eeKT, a camMe HasABHi eMoIIii, I[iIHHOCTi, BipyBaHHA ¥ HOPMU I[1JILOBOI ayau-
TOPii 1 MOKJIMBI 3MiHM Ta BIIJIUB HA IIi eJIeMeHTH. TaKuM YMHOM, JOCJIITHUKH
3MOKYTh BCEOXOITHO OI[iHIOBATH MOKJINBI e(heKTH BiJ TaKUX olepalriii, a He
¢doKycyBaTHCS Ha OAHOMY UM IBOX IX PiBHAX. 3alIpOIOHOBAaHA aMePUKAHCh-
KuMHu BifickKoBuUMHU y cepi IO apxiTeKkTypa Momesi Mo:ke OyTu BuUpaykeHa
AK:

Ingopmauiiina onepauis = pynkruyia 6i0 (Texniunozo piens, HapamueHo-
20 pigHs, KozHiMmuBH020 pi6HA Ma 83A€M038’ A3Ki6 MidH HUMU ),

Ie Ii B3aeMO3B’I3KM € KPUTUUHUMMU AJIA aHaJi3y, agke Aesindopmalriii-
HUI aKTOP MOKe 3MiHIOBATH CBOIO IIOBEAIHKY Yy BiAIIOBiZHOCTI 10 3BOPOTHO-
ro 3B A3KY OyAb-saKoro 3 piBHiB. Tak, 0JI0KyBaHHA iHQPACTPYKTYPH IJI I0-
CTaBKHU KOHTEHTY y COIIMeperKax MOKe CIIPOBOKYBATH IIOIIYK HOBUX ILIAXiB
JIJIsI POSIIOBCIOKEHHS; CIIPUUHATTSA YN HECIIPUHMHATTS IEeBHUX MOBiJOMJIEHD
ayauToOpi€ro — mo 3sMiHU (popMaTy JOCTABKHU TOIIO.

Hna moxasy edeKTHUBHOCTI IIOr0 IIiIXONy BapTO 3acToCyBaTU MOro
B aHAJIi3i pocifichbKUX iH(OpPMAIIiHHNX Omepalliil mpoTu YKpaiHu HicJIsa mIm-
poxomacirrabuoro Bropraenua 2022 pory. Ila craTrTa € mpukIagzoM TakKo-
ro aHaJi3y, OCKiJIbKM (POKYCYETHCA HA IOMIMPEHHI HapaTUBY MPO «IPOLAK
30poi»: foro pocisgHu 3anyctuan y KBiTHI 2022 poKy Ta IPOAOBIKYIOTH BUKO-
pucToByBaTH 1 moci, romatouu B 1110 10 Bce HOBuX acuekTis [14].

Tax, mepIiri TOBiLOMJIEHHS PO HiOUTO «IPOgak 30p0i» KOPYMIIOBAHUMU
YKPAiHCBbKUMU UYMHOBHUKAMU 3 ABUJINCA B aHOHIMHOMY TeJierpaM-KaHaJi
«JleriTumHU», AKUHA TOB’A3yIOTHL 3 pocitickkuM [‘emepanbuum IllTabom
[2]. Kaman anoncyBas nmpogak YKpaiHowo «HAIJIUIIKiB» 30poi[14] B kpainu
Adpuru Ha TyIi oBigOMIEeHB PO Opak 30poi B YKpaiHi aid BigouTTA 36p0-
ol arpecii P®. IloBimoMyieHHA B «JIeriTHMHOMY» CYIIPOBOIKYBAaB IIigPO-
OJieHU# JUCT Bif Toxinmraboro MiHicTpa obopouu O. Peswikosa, axuii micTus
KiTbKa KPUTUYHUX MOMUJIOK. Ile mepiiie 3 TeMaTUYHUX MOBiJOMJIEHbL CTAJIO
3aciBOM [J1d 3TraJaHOTO HApaTHUBY B paMKax pocificekoi I10. Bike Ha 1iboMy ii
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eTari MOKHA BUIIJIUTU TeXHIUHUN piBeHb — mOB’s3aHi 3 P® aHouimHI Te-
JerpaM-KaHaJu Ta oQimiiiHi pocificbKi Memia, SK1 CMHXPOHHO ITiJCUJINJIN I1e
noBigomieHHsA. Ha KOrHIiTMBHOMY PiBHI — BIIJIMB Ha YKPAlHCHKY ayAUTOPIiIO
3i cipo6oro miApUBY AOBipU [0 AepKaBHUX OPTaHiB.

3rosoM Iieii HapaTUB OTPUMAB JOAATKOBE IIiCUIEHHS uepes Ty caMo iH-
(pacTpyKTypy, TOOTO TejerpamM-KaHaJM, ajle Ha el pas3 — Big imeni pociii-
CBKUX «BiliCbKOBHX 0JIOTepiB», AKi APYsKHO OmyOJiiKyBaiau chabpuKoBaHi
noBimoMiieHHA 3 TeMHOI Mepexki (dark web) [7]. Xoua indopmariiina omepa-
id ¥ He 3MiHMJIa MeXaHi3MiB (DiBWUYHOT0 PiBHSA, ITPOTe 3MiHNBCA HAPATUBHUNT
piBeHb — ajsKe HapaTUB OTPUMAB HiKUBJIEHHS, JOAABIIN HOBi «IOKa3M»
¥ OigCHMJIMBINM Ta IPOIUTYBABIIU OPUTiHAJBbHE IIOBiOMJIEHHSA, TOOTO Bif-
OyJacs if TpuBae moci iioro esosoiisg. Ha KorHiTuBHOMY piBHI — 115 omepa-
Iig IPoaOBIKYy€e cOpoO0y BILIMHYTH Ha ayqUTOPil0 YKpaiHU 3 METO HifIpuBy
IoBipu mo ii incTuTyiiii, y iboMy BUIaAKy SOPOMHUX CUJI ¥ KpaiHu Ta YPALY,
a IJIg BHYTPIiIIHBOI pocifickkol ayauTopii ma nposonrosana I0 BUKOHYeE PoJIb
BUIIPABJaHHSA 34 BifiCbKOBe BTOPTHEHHS W BOAHOYAC JOOMBAETHCA IPUMEH-
IIeHHA Cy0’€KTHOCTI Ta cTaJIOCTi YKpaiHu AK AepKaBu.

Hactynaum KpokKoM IIiei omeparrii 0yJo migKJIOUeHHS 30BHIITHIX aK-
TOPiB 3aAJiA iHTepHAIlioOHAJi3aIlii HapaTuBy «Ipomask 30poi» [14]. Pocisuu
Telep BUKOPUCTAJIY IIOBiJOMJIEHHS iHO3eMIlA, SKUU ITOBipuB OyB y Hempas-
IUBY iH(popMaIlilo Ipo 3aXOIJIeHHA POCisHaMM Ha yKpalHCbKOMY (pOHTiI
(dpaumnysprux rayouns «Ilesap» . Bukopucrasiiu mocTu #10ro HEBIOBOJIEHHST
y coiiMepe:ki, Ta camMa iH(ppacTpyKTypa pPociiicbKUX Mefia I TejgerpaM-Ka-
HaJiB mifcuania MOBiJOMJIEHHS, IMePeTBOPUBIIN (haJbIIINBE «3aXOIJIeHHS
rayournb» Ha ix Haue6TO «Impomak». Lleit pakT XyTKO MiAXOININ B iHO3eMHO-
My 01031 Bulgarian Military, migcuausinu npopocificbKe mesindopmarltiiine
OOBiTOMJIEHHA. ¥ IMOJAJBINNX iTepariax MuX moBigoMJIeHb YKpaiHa «mIpo-
IaBaJia» 30poro To B €Bpori [13], To XAMAC [9], MeKcuKaHCBKOMY KapTearo
[10] ra immuM akTOpaMm, 3 OCTAaHHIM — 3a YacoM Mo IryoJsikarii miei crarTi —
IesiHdopMaIiiHUM IIOBiIOMIEHHAM IIPO Te, 110 30posd, AKy CIIIA mepemaan
VYxpaiui, 0ysa Bukopuctana Ipanom nmpotu CIITA Ta Ispainio [20].

Takum umHOM, IIPOJIOHTOBaHY B uaci iHdgopmamiiiny omepariro P®
«Impomask 30poi», Aka poamouasaca y 2022 pori i TpuBae moci, MOXKHA
mpoaHaji3yBaTu Ha TPhoxX piBHAX. Ilo-mepiie, (isuuHuii piBens ii xapak-
TePU3yETHCA B OCHOBHOMY HEIlepPeBipeHMMM IIOBiZOMJIEHHAMH BiJl aHOHIM-
HUX Ta IPOPOCIFiCbKUX TeJerpaM-KaHaJiB, pocilicbKux Memia Ha mepudepii
Ta y MeHHCTpiMi, aki migcuaroBaau mMell QUCKypc, 60 He3MiHHO mocuja-
JUCcsA OOUH Ha OJHOTO IJIs 30iJbINIeHHA NPaBIOMOAiOHOCTI mOBiZTOMIIEHHS.
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InosemHi KopuctyBaui Ta 60repu, AKI cuMIaTusyoTh PP, mpogoB:KyBaIn
poTyBaTHu Iie TMOBiJOMJIEHHS AaJji, BUKOPUCTOBYIOUU CTAPi MiAPOOKU SIK OC-
HOBY ¥ «JI0Ka30BYy 0a3y» IJisd HACTYITHUX HEIPaBAWBUX ITOBiJOMJI€Hb, BILJIN-
BalOuM B:Ke Ha IMiJbOBi ayauTopii mosa mexxamu YKpainu ta P®. Iligcunen-
H{ IIUX IOBiJOMJIEHB V COIliaJIbHUX Meperkax 3a TOIIOMOroio 60TiB Ta TPOJIiB
JIO3BOJISAE ITLOMY HAPaTUBY Pas II0 pas 3’ SIBJIATUCS 3HOBY I JOCATATU HOBUX
ayauToOpil Ha comiaabHUX IIaTdopMax.

HapaTuBHmuii piBeHb XapaKTepU3yETHCI OHOBJICHHIM HapaTUBY BiJ opu-
TriHAJBHOTO IIOBIJOMJIEHHS PO «IIPOJaK HAAJUIIKIBY 40 MPOJAKy HeoOXin-
HOTO 030POE€HHSA TEPOPUCTUUHUM I'PYyIIaM, SK-OT MEKCUKAHCbKUI KapTeJb.
CrpareriuHuii HapaTUB y IIbOMY BUIIIKy — IIe « Y KpaiHa mpojae 30poro 1mo-
mpu BifiHy» . Bin migTpumye ¢peiiMm npo mpogak momomoru (3axigHoi 30poi),
irmopyBamusa moTpebd (GPOHTY, MUHIYHICTh Aep:KaBHUX aKTOPiB, a TAKOXK
mo6GiYHO 3acBifuye «KOPYHIifiHICTH» Ta HeHaAiliHiCTh YKpaiHU AK IapTHe-
pa Ta KpaiHu, AKiff He BapTO AOBipATH Ta momomaratu. lleit piBeHb € Hali-
YacTillle OHOBJIIOBAHUM, 00 BiH MOBCAKYAC HMOTpedye MiAKpiImaeHHs, TOOTO
nemaii HoBimol goxasosol 0asu. ITomaua MifCHUIIOETHCS 3 KOMKHIM HOBUM
MMOBiJOMJIEHHSIM, OT)K€ M CTOPOHHLOMY CHOXKHBauy iHdopmarllii 0yme Bask-
KO posmayTaTu Habip 6araThboxX B3a€MHO MiJCHUIIOBAHUX Ae3iHdopMaliiiunmnx
MMOBiJOMJIEHb — BOHU HAJAXOAATH BiJ A:KepeJ IIOBiJOMJIeHDb 3 PiBHUM piBHEM
OYEeBUIHOCTI I MOXOMKeHHsA, BiA cJiimydo-0isoro mo acmigHo-uopHOro [5].
Bapro Tako:x BigsHaumTu, 10 HABITH Mefia 3 peIryTalli€elo IIPUITYCKaJUCT
«IIOMUJIKH» , UMM HifirpaBajiu iboMy HapaTury [15].

KorHiTuBHMII piBeHb y IIbOMY NPUKJIAAI BKJIOUYATUME ITPOBOKYBAHHSA
HeIOBipu MO ypALy AK HiATBepAKyBaJbHOro yiepemskeHHs [16]. Taxum
YMHOM, POCisTHM HaMaraioThCs HOCIiATH cepel YKpaiHIIiB 3HeBipy y pobori
yPARy Ta MigBa’KUTU MOYKJIUBOCTI 1X CIIPOTMBY BTOPrHeHHI0 Pd, 110 minko-
BUTO 30isKHe 3 MiJamMu npomarauauctiB P®, orpumanumu [lemapraMeHTOM
toctutrii CIITA [6, 149—-150]. [I1a 30BHINIHIX ayAuTOPill pocisiHY 1i€t0 ommepa-
Ii€I0 CiIOTh CYMHIB y JOIIJILHOCTI JomoMoru YKpaiHi, SK 3 BiiChKOBOTO TaK
i rymamiTapHoro ii 60Ky, ajf:Ke CTaBUTHCA I MUTAHHA HaAiHiCTL YKpaiHu
AK Jep:;KaBHOTO IIapTHepa Ta PO3MUBAETLCA «HeoOXimHicThb» y 30poi uepes
OyIiMTO Imepempogak 41 Henbaly BTpaTy IbOro 030poeHHsa. TakuM YnMHOM,
IIe TMOoBiZoMJIeHHA B paMKax TpuBaJiol IO pocissH omocepeKoBaHO MiJCUIIOE
COITiaJIbHY IIOJIAPUBAIlil0 HaceJIeHHS KPaiH-COIO3HUIIh IIJIAXOM iHTerpamii
y ODUCKYpPC KpaiH-Ilijeil HapaTUBiB, 1[0 BOHU MiJCUJIIOIOTH ITO3UIIiI0 JIIOAEH,
K1 BUCTYIIAIOTh MPOTHU JONoMOTM YKpaiHi. Binblie Toro, e MoKe IpaBUTHU
1 eJleMeHTOM cTpaTerii pediekcuBHOTO yanpasiinusa reaepaJa B. I'epacimosa,
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SAKIIO BpaxXyBaTH, 1110 MeTa P® € 3MeHIIIUTY 00CATH JoIIOMOrHu ¥ KpaiHi 3a1s
OoTpUMAaHHA IepeBaru y BiiHi. Ila indopmariifina omeparia MosKe BILTMBATHU
Ha IPyIIu IPUAHATTSA PillleHb KPaiH-COI3HUIL, ()OPMYIOUN YaCTUHY iH({OP-
MaI[ifHOT'O OTOYEeHHs, i, MOTEHI[IIHO, BOHU MOXKYTh 3MEHIIIyBaTU 00’€M [10-
IIOMOTH BiJl HAIIIMX COIO3HUKIB.

B3aemo03B’A30K TPHOX HA3BAHUX PiBHIB OUEBUIHO HMPUBBIiB 0 IOCTYIIO-
BOI €BOJIIOIiI HAPaTUBY «IIpPoJask 30poi», 3BasKal0uUM Ha ayAUTOPilO0 Ta 3BO-
porHuii 38’ aA30K. Ilepmri nmociBu nesindopmariii y Teserpami He CIpUUYMHIIN
ouikyBaHOTro e)eKTy B YKpaiHi, 1110 HaJlaJai CIIOHYKAaJIO pocisaH 3amicTuTu Go-
KYyC Ha «KOPHUCHUX» PO3MOBCIOAKYBAUiB 3a KOPAOHOM, AKi, Oyayuu BigipBa-
HUMU Bij peasrifi BitHM, DiAXOOWJIN MOBiTOMJIEHHA W MIOpasy IIOIMUPIOIOTH
IemaJi HoBimIi TparmcdopMalrii boro HapaTUBy. ¥ 3B’A3KY 3 UM 3MiHUJIACS
¥ cucTeMa JOCTaBKU: Bif pocificbkKomMoBHOTO TeserpamMmy n0 aHTJIOMOBHUX IIy-
Osikariii y Be6i ra TeiTTepi/X, To0TO Ha TLIIaTGOpPMAax, e IiJbOBUI KOPUCTY-
Bau OiJIbII BipoTigHO MOOAYNTE I1e ITOBiJOMJICHH.

BucnoBku. Indopmariiiai onepariii craau B 2020-x HeBix € MHOIO YacTu-
HOIO "KUTTH K KpaiH y cTail ak TUBHOI BiliHM Y11 KOH(JIIKTY, TaK i KpaiH, aki
(GopMaJIbHO HE € YUaCHUIIIMY TaKUX KOH(PJIIKTIB, aJ:Ke aBTOPUTAPHI KpaiHu,
Ha K1TaiaT PP, mocTifiHO BUKOPUCTOBYIOTH IX AK apceHaJ BeJleHHA BiliHU iH-
muMu crocobamu. ITpomemMorcTpoBaHa paMKa, aJalToBaHa B YKPaAiHCHbKUN
IOCTiTHUIBKUY iHCTpyMeHTapii 3 BificbkoBux moxTpuH CIIIA, € 3a HuHIII-
HiX YMOB KOPHCHOIO IJIsI BCeOiuHOro aHaIidy im(popmMamiiinux omepariii, az-
JKe IO03BOJISE BifCTEKYyBaTH IX OHOBJIEHHS CHMHXPOHI30BAHO HA AEeKiIbBKOX
piBHAX. [leTasbHe POBYMiHHS OIlepalliii HO3BOJUTH BUABUTHU CJaOKi JaH-
KU ¥ CTBOPUTHU e(PEeKTUBHIINNI 3aXUCT AJIA IPOTUAIl iHpopMaAliTHIM KaM-
naHigMm. MafiOyTHI ZOCTIMHUKN MOMKYTh anpoOyBaTH 3aIPOIIOHOBAHY HaMU
MOJeJIb 10 BUBUEHH iHINUX iH(GopManiiiHux onepariit, nesindopmamiinux
KaMIIaHiii, a TaKoK IMOTJIMOWTH KOTHITMBHY YacTUHY, sSKa moTpebye Haii-
OiybIlle pecypciB IJisi JOBedeHHs uepe3 OpraHisallilo eKCcIepuMeHTAJTIbHUX
JOoCIimKeHb, AKi 0 BU3HAUANM BILINB TaKuxX iHdopMallifiHuX omepaliii Ha
ayauTopii.
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